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1 General

1.1 To the manual
This manual describes the devices of theCONNECT -Family, hereinafter
also simply referred to as a device.

The  CONNECT  and  CONNECT-II  devices  are  each  available  in  a
standard version and as a variant with an integrated LTE modem. The
CONNECT devices are also available in both versions in a table and top-
hat rail housing. The range of functions of the devices depends on the
installed  options,  which  can  also  be  combined.  When  delivered,  the
devices are available with the option of router, remote maintenance and
IP switch. For a description of the options, please refer to the section “3.3
 Using the device“.

The  CONNECT-CONTROL  device  includes  all  the  functions  of  the
remote maintenance option and also has GPS and integrated digital and
analog IO ports to take on smaller control and reporting tasks.

This documentation can be downloaded from the product website under
DownloadsDocumentation can be downloaded.

The manual is aimed at the following user groups:

• planner
• operator
• Commissioning engineer
• Service and maintenance personnel

Before using the device, be sure to read the manual.

If  you have any questions and/or problems, please contact your sales
partner's technical support.
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2 System requirements

2.1 Hardware
Before you can start using the CONNECT device, you must supply the
device with power.  The CONNECT and CONNECT II  devices can be
supplied with power via the included 24V DC power plug or via the mini-
USB socket  (only  for  standard  CONNECT devices).  The  CONNECT-
CONTROL, on the other hand, is powered via the included power supply.

Make sure that the WLAN and, depending on the device, the LTE and
GPS antenna(s) are screwed onto the SMA sockets of the device and
then connect the router, PC and peripheral devices using LAN cables to
the  device  according  to  your  configuration.  When  using  the  LTE
connection, insert the SIM card into the slot provided.

Depending on the configuration, you can then access the device via one
of the LAN, WLAN and/or USB-LAN interfaces (optionally available as an
adapter,  but  not  with  the  CONNECT-LTE  or  CONNECT-CONTROL
device).

2.2 software
You only need one to access the web server to check the status and
configure the  deviceInternet  browser  (e.g.  Microsoft  Internet  Explorer,
Mozilla FirefoxorGoogle Chrome).The use of the device is independent
of the operating system and browser of the respective computer, tablet
or cell phone.

Important:
In order to display the website correctly, please ensure that JavaScript is
activated in your browser.

Handbook CONNECT / CONNECT-II / CONNECT-CONTROL V1.13 Page 6



A notice:
Once  the  device  is  configured,  access  to  the  web  server  is  only
necessary  for  maintenance  purposes,  as  the  device  works
independently. Please note that when using the CONNECT connection
type, Internet communication must take place from the PC connected to
the device after each device startup so that the CONNECT device can
recognize the Internet parameters.
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3 Installation
Before you can start using your CONNECT device, you need to access
the device's web interface and set some basic settings.

Please  ensure  that  all  conditions  stated  in  the  previous  “System
Requirements” chapter are met. You can then start accessing the device.

3.1 Access to the device
Before you can configure the device according to your needs and finally
use it,  you must first connect to the device. Depending on the device
type, there are different options available to you, which are listed in more
detail on the next pages.

Important:
This chapter describes the delivery status of the device. You can use the
web  interface  to  configure the  device's  interfaces  as desired,  so  that
access to the device via another interface is also possible.

Once your device is in a configured state, you also have the option to
access your device's website using the keyword "connect" on the PC and
peripheral interface (if used).

To do this, simply enter the keyword “connect” in the address bar of your
web browser instead of the IP address. This access also works if  the
computer you want to use to access the device is in a different subnet
than the CONNECT or the interface of the CONNECT device does not
yet have an IP address.

3.1.1 CONNECT / CONNECT-II device
Access to the CONNECT / CONNECT-II devices is usually via the WLAN
interface.

First  make  sure  that  the  WLAN  interface  of  your  laptop  or  tablet  is
activated and display the networks that are within range. In the list of
WLAN  networks  you  should  now  find  a  network  with  the  SSID
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“CONNECT WiFi”.  This  network  is  unencrypted,  so you  don't  need a
password to connect to it.

The CONNECT devices are configured so that a DHCP server is active
on the WLAN interface. If your laptop or tablet is set so that it can be
automatically  assigned  an  IP  address  using  DHCP,  no  further
configuration is necessary. Otherwise, you will need to switch your laptop
or tablet  to DHCP or manually assign it  any IP address in the range
192.168.1.2 to 192.168.1.254.

Once you are connected to the CONNECT and your laptop or tablet has
a valid  IP  address,  you  can  open a  web  browser.  Now enter  the  IP
address  192.168.1.1  in  the  address  line.  You  should  now  see  the
commissioning page of the device and can start configuring.

As an alternative to accessing via WLAN, you also have the option of
accessing  the  device  via  wired  connection.  To  do  this,  connect  your
computer to the LAN-A socket of the CONNECT device.

The device has the IP address 192.168.2.1 on this interface. You now
have to manually assign any IP address from the range 192.168.2.2 to
192.168.2.254  to  your  PC  so  that  you  can  access  the  device.  The
automatic assignment of addresses using DHCP, as is the case with the
WLAN interface, is deactivated by default here for security reasons.

If you have assigned your PC a valid IP address, you can now open a
web browser and enter the IP address 192.168.2.1 in the address line.
You should then see the device's commissioning page.

A notice:
If  you have the “Ethernet via USB” adapter,  you can also access the
device via this for the standard CONNECT devices and the CONNECT-
II-LTE device. The device has the IP address 192.168.0.1 on the USB
LAN interface and provides IP addresses, as well as the WLAN interface,
using DHCP. Alternatively, you can manually assign your computer an IP
address between 192.168.0.2 and 192.168.0.254.

3.1.2 CONNECT-CONTROL device
With the CONNECT-CONTROL devices, the 3 LAN ports and the WLAN
network created by the device represent a common interface.
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If you would like to access via WiFi, please first make sure that the WiFi
interface of your laptop or tablet is activated and then display the list of
available WiFi networks. You should now see a WLAN network with the
SSID  “RUT955_****”.  You  can  find  the  exact  SSID  and  the  WLAN
password required for connection from the label on the bottom of the
device.

However, if you want to access via one of the LAN ports, all you have to
do is connect your computer and the device with a cable.

As soon as you are connected to the device via WLAN or LAN, you now
have  to  check  your  IP  configuration  and  adjust  it  if  necessary.  The
CONNECT-CONTROL devices are configured so that a DHCP server is
active on this interface. Is your device with which you want to access the
CONNECT-CONTROL configured so that itautomatically obtains an IP
address  from  a  DHCP  server,  no  further  configuration  is  necessary.
Otherwise,  you will  need to switch your  device to DHCP or manually
assign it any IP address from the range 192.168.1.2 to 192.168.1.254.

If  you  have a valid  IP address,  you  can now access the web server
integrated in the device. To do this, open a web browser and enter the IP
address 192.168.1.1 in the address bar. You should now see a page
about getting the device started.

3.1.3 Device RUT955 from Teltonika
The hardware of the CONNECT-CONTROL device corresponds to the
RUT955 from Teltonika Networks. If  you have purchased the RUT955
device  separately,  you  have  the  option  of  loading  the  CONNECT-
CONTROL software  onto  it  after  registering  for  a  fee.  Your  RUT955
device  then  has  the  same  functionality  as  a  directly  purchased
CONNECT-CONTROL device.

Before you can load the software into the device, you must first connect
to it  and access the web interface.  The access path depends on the
configuration you have already carried out. If your device is still in factory
condition, please read the Teltonika quick guide.

Once you have opened the device's web interface and logged in, first
navigate  to  the  menu  item  "System"  →  "Firmware"  and  check  the
firmware version. The device must have a version between 00.06.07.0
and 00.06.07.7. If your device has an older or newer firmware, please
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first upgrade or downgrade to version 00.06.07.7. The firmware file (.bin
file) can be found in the ZIP archive together with the software package,
which you can download on the CONNECT-CONTROL device product
page in the download area.

Once your device has the correct firmware version, you can next install
the software package. To do this, navigate to the menu item “System” →
“Package Manager” and click on the “Upload” tab. There you can now
upload  the  software  package  (.ipk  file)  from  the  ZIP  archive.  Then
confirm  the  warning  that  this  is  not  a  software  package  certified  by
Teltonika.

When the installation process is complete, you can now switch to the
web interface for the CONNECT devices via the menu item “Services” →
“CONNECT”.  The  commissioning  page  of  the  device  should  now  be
displayed here.
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3.2 Configuration of the device

When you use the device for the first time, you will  first be shown the
commissioning page. This page guides you through the most important
settings in just a few steps, depending on the options installed on the
device.

You  can  navigate  between the  individual  steps  using the  “Back”  and
“Next” buttons. In the last step, instead of the “Continue” button, you will
have a button that says “Save”. Your settings will only be applied once
you have clicked on this. Your device will then be fully set up and fully
functional.

A notice:
The commissioning page is  only displayed the first  time you  use the
device.  If  you would like to commission it  again, you must reset your
device to factory settings.

On  the  CONNECT-CONTROL  devices,  some  of  the  IP  and  WLAN
settings are already preset with the current configuration.
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3.2.1 Remote maintenance option

3.2.1.1 Basic configuration

In the first step of commissioning, you can set parameters for networking
the  device  in  your  CONNECT cloud.  The  device  number  is  used  for
unique identification in the cloud and may not be used multiple times
among your devices. Optionally, you can also give your device a name
that makes it easier to identify, and set a password that is required when
establishing a connection to this device.

A notice:
If you do not give your device a password, you can connect to this device
from any of your other devices.

3.2.1.2 Internet configuration

Once you  have set  the basic  device parameters,  the next  step is  to
determine how the device will  connect to the Internet. The connection
type setting is used for this:
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• CONNECT:The  CONNECT  device  must  be  connected  between
the  router  for  Internet  access  and  an  Internet-capable  PC.  The
device  then  recognizes  the  PC's  parameters  and  uses  them.
Please make sure that the PC is overIPv4 parameters (IP address,
subnet mask, gateway address), otherwise there is no connection
to the Internet.

• GATEWAY:The CONNECT device is connected to the router for
Internet access. The device has its own IP address that is used to
establish the Internet connection.

• LTE:The CONNECT device establishes the Internet connection via
the integrated LTE modem(only available on CONNECT devices
with integrated LTE modem).

Depending on the type of connection you select, you then have to use
the router interface and PC interface settings to specify which interface
the gateway or proxy server and the PC are connected to.

If  you  have  selected  GATEWAY  as  the  connection  type,  a  field  for
manual configuration of the IP parameters appears. There you can first
choose whether the device should obtain the configuration from a server
via  DHCP or  whether  the parameters  should  be set  manually.  When
configuring  manually,  you  then  have  to  enter  the  IP  address  and,  if
necessary, the subnet mask. Next, you need to choose how the device
will gain access to the Internet:

• Gateway:The device communicates directly with the Internet via a
router/gateway. Here it is necessary to specify the IP address of
the gateway.
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• Proxy server:The  device  communicates  with  the  Internet  via  a
proxy server. With this access you must specify the IP address and
port of the proxy server.

If you have selected CONNECT or GATEWAY as the connection type
and WLAN as the router interface, a block with WLAN settings will also
appear. There you specify which WLAN network the CONNECT device
should connect to. The fields SSID, security level, password and channel
are available for this purpose. If you are not sure about the settings, you
can also use the “Start Search” button to display a list of available WiFi
networks. Then you just have to click on the relevant search entry. All
fields except the password will then be filled in automatically.

For the LTE connection type, a small block appears within the current
window in which you can specify the pin number of your SIM card (if
necessary)  and the name of  your  provider's  access point  (APN).  The
access  point  on  the  CONNECT-  and  CONNECT-II  devices  is
automatically  preassigned to  “internet”,  which  works  with  a  variety  of
providers.  This  is  recognized  automatically  on  CONNECT-CONTROL
devices. It is also possible to specify a user name and password. But
these parameters areis now required if the registered access point also
requires registration with the provider.
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3.2.1.3 Peripheral configuration

Next, the peripheral interface is configured. The peripheral interface is
the  network  interface  at  which  the  devices  that  use  the  CONNECT
device  should  be  able  to  communicate  with  the  devices  that  are
connected  to  another  CONNECT  device.  If  you  have  selected
CONNECT as the connection type, specifying a peripheral interface is
optional.

Important:
If  CONNECT  is  used  as  the  connection  type,  the  PC  can  always
communicate with the devices on the partner device. This is independent
of the peripheral configuration.

If  you  have  selected  a  peripheral  interface,  a  block  with  IP  settings
appears. There you specify the IP address and, if necessary, the subnet
mask  for  the  device.  These  parameters  are  required  so  that  the
CONNECT  device  can  communicate  with  the  connected  peripheral
devices. If  the peripheral interface is connected to a network in which
there is  a  DHCP server,  this  can  happenthe device  will  also  get  the
settings there automatically. However, if you want to set the parameters
manually and the “DHCP server” setting is activated, devices that are
connected to the CONNECT no longer necessarily have to be configured
manually,  but they then automatically receive an IP configuration from
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the  CONNECT device.  Of  course,  manual  configuration  of  peripheral
devices is still possible.

If  you  have  selected  WLAN as  the  peripheral  interface,  a  block  with
WLAN settings will  also appear.  There you can first  use the mode to
determine  whether  the  device  should  provide  its  own  network  as  an
access point or connect to an existing network as a client. You can then
fill in the SSID, security level, password and channel fields accordingly. If
you are not sure about the settings of your existing WiFi network, you
can use the “Start Search” button to display all networks within range.
Clicking on the search entry then fills in all fields except for the password.

A notice:
If you have selected the same interface for the peripheral interface as for
the router interface, the blocks appear with theIP and WLAN settings no
longer.
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If your device has the IP switch option, “IP SWITCH” will be displayed as
the next group. There you can first determine whether the function for
converting IP addresses should be activated. Next, you can set whether
a network  bridge should be active  between the router  and peripheral
interfaces. If this setting is activated, all packets between the router and
peripheral  interface  for  which  no  IP  translation  can  take  place  or  is
configured will be passed on without change. However, if the setting is
deactivated, the two networks are isolated from each other and only the
packets processed by the option are forwarded.

Next, in the “IP translations” line you have the option to configure the
translations of IP addresses. To do this, you must enter the addresses in
the two text fields and then click on the Click icon. The first address
represents  the  actual  IP  address  of  the  device  on  the  peripheral
interface,  whereas  the  second  address  represents  the  implemented
address of the device. You can then enter additional IP conversions if
necessary. To delete an added entry, all you have to do is click on the
Click on the symbol of the respective entry.

In the “IP firewall” line you have the option of specifying which devices
from the peripheral interface are allowed to communicate with the router
network and, if applicable, the network or Internet behind it via the router
interface. Enter the actual address of the device as the IP address here
and then click on it Symbol. Here too you can use the symbol to mark
an existing entry delete again.

Important:
The peripheral  and router interfaces must be different  if  the option is
used.

If  one  of  the  IP  addresses  entered  here  should  also  be  allowed  to
communicate with the devices of the partner device, you must also enter
the converted IP address in the list there in the next block.
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In addition to the IP settings, the “Devices” block appears as soon as a
peripheral interface has been selected. Individual IP addresses as well
as  entire  IP  address  ranges  can  be  defined  there  for  the  peripheral
devices that are allowed to communicate with the devices of the partner
device  via  the CONNECT device.  To  add an  address  or  an  address
range to the list, you must enter the addresses in the appropriate input
fields and then click on the  Click icon. You can repeat this process as
often as you like. If you would like to remove an entry from the list, all
you have to do is click on the symbol click before the respective entry.

A notice:
The  devices  that  automatically  receive  an  IP  address  from  the
CONNECT device via DHCP do not need to be configured manually.

3.2.1.4 Partner configuration

In  the  final  commissioning  step,  you  have  the  option  of  specifying
whether  the  device  should  automatically  establish  a  connection  to
another device from your CONNECT cloud. If you would like to use this
function, you must first check “Connection” andEnter the number and, if
necessary, the password of the device to which a connection is to be
established. Automatic connection establishment is usually suitable for
the  device in  the  office  if  an  immediate  connection is  desired,  or  for
permanent connections.
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If the IP switch option is installed in your device and you have activated it
and set CONNECT or GATEWAY as the connection type, the “Remote
access”  setting  will  also  appear,  with  which  you  can  completely
deactivate access to and from other devices. This may be desired if the
device  is  only  used  to  convert  IP  addresses  without  any  remote
maintenance function.

Important:
Configure automatic connection establishment only on one of  the two
devices (usually the device in the office). Otherwise it is hardly possible
to manually establish a connection to another device.

3.2.2 Router option

3.2.2.1 Basic configuration

In the first step, you can give your device a name and then specify the
operating mode:

• Bridge:The CONNECT device connects multiple interfaces into a
common network. The participants connected to the device are all
in the same subnet.

• Routers:The CONNECT device routes between the WAN interface
network and the network of one or more LAN interfaces. The two
networks each have their own subnet.
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3.2.2.2 WAN configuration

If you have selected router as the operating mode, the next step is to
configure  the  WAN interface.  To  do  this,  you  must  first  select  which
interface should be used for the WAN. However, if  you have selected
Bridge as the operating mode, this step will be automatically skipped.

A field for manually configuring the IP parameters appears directly below
the  selection  list  for  the  WAN  interface.  There  you  can  first  choose
whether  the device should  obtain  the  configuration  from a server  via
DHCP  or  whether  the  parameters  should  be  set  manually.  When
configuring  manually,  you  then  have  to  enter  the  IP  address  and,  if
necessary, the subnet mask as well as the IP address of the gateway.

If you have selected WLAN as the WAN interface, a block with WLAN
settings will also appear. There you specify which oneWLAN network the
CONNECT  device  should  connect.  The  fields  SSID,  security  level,
password and channel are available for this purpose. If you are not sure
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about the settings, you can also use the “Start Search” button to display
a list  of  available  WiFi  networks.  Then you  just  have to  click  on the
relevant search entry. All fields except the password will then be filled in
automatically.

3.2.2.3 LAN configuration

In the final commissioning step, you determine which interfaces should
be connected to a common network as a bridge and represent the local
network (LAN). Depending on your needs, you can choose one or more
interfaces here.

A  block  with  IP  settings  is  displayed  directly  below  the  interface
selection. There you specify the IP address and, if necessary, the subnet
mask for the device. If there is already a DHCP server in the network, the
device can get the settings there automatically. However, if you would
like to set  the parameters manually and the “DHCP server”  setting is
activated,  devices  that  are  connected  to  the  CONNECT  no  longer
necessarily have to be configured manually, but will then receive them
from  theCONNECT  device  automatically  creates  an  IP  configuration.
Manual configuration of devices that are connected to the CONNECT is
of course still possible.

If  you have (also) selected WLAN as the LAN interface,  a block with
WLAN settings will  also appear.  There you can first  use the mode to
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determine  whether  the  device  should  provide  its  own  network  as  an
access point or connect to an existing network as a client. You can then
fill in the SSID, security level, password and channel fields accordingly. If
you are not sure about the settings of your existing WiFi network, you
can use the “Start Search” button to display all networks within range.
Clicking on the search entry then fills in all fields except for the password.

A notice:
If you have set router as the operating mode, you can no longer select
the interface that you selected for the WAN for the LAN.
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3.2.2.4 Overview of possible applications

situation Operating
mode

WiFi mode Special feature

With a laptop around 
the S5/7 PLC

+ CONNECT-Router

bridge Access point PLC via S5/7 LAN on 
LAN A port, 
additional LAN 
participants on LAN B
port

Bring S5/7 PLC or 
LAN participants into 
the existing WIFI 
network

bridge Client PLC via S5/7 LAN / 
LAN participant on 
LAN A port, 
additional LAN 
participant on LAN B 
port

Create a separate 
subnet for connected 
devices

routers Access point LAN-A port to the 
company network, 
LAN-B port + WLAN
to the machine 
network

(Don't forget routes in 
the company network)

Extend LAN route

Attention: 2 devices are
required

bridge 1. Device Access
point

2. Device Client

One device as AP and 
the second as client
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3.2.3 IP switch option

3.2.3.1 Basic configuration

In the first step you can give your device a name. This is optional and
only serves for easier identification.

3.2.3.2 Internet configuration

The next step is to configure the router interface. The router interface is
the interface from which you later want to reach the devices connected to
the peripheral interface via a converted IP address.

A field for manually configuring the IP parameters appears directly below
the  selection  list  for  the  router  interface.  There  you  can  first  choose
whether  the device should  obtain  the  configuration  from a server  via
DHCP  or  whether  the  parameters  should  be  set  manually.  When
configuring  manually,  you  then  have  to  enter  the  IP  address  and,  if
necessary, the subnet mask as well as the IP address of the gateway.

If you have selected WLAN as the router interface, a block with WLAN
settings will  also appear. There you specify which WLAN network the
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CONNECT device should  connect  to.  The  fields  SSID,  security  level,
password and channel are available for this purpose. If you are not sure
about the settings, you can also use the “Start Search” button to display
a list  of  available  WiFi  networks.  Then you  just  have to  click  on the
relevant search entry. All fields except the password will then be filled in
automatically.

3.2.3.3 Peripheral configuration

In the last step you have to configure the peripheral interface.

A block with IP settings is displayed directly below the selection list for
the  peripheral  interfaces.  There  you  specify  the  IP  address  and,  if
necessary, the subnet mask for the device. If on the networkIf a DHCP
server already exists, the device can get the settings there automatically.
However, if  you want to set the parameters manually and the “DHCP
server” setting is activated, devices that are connected to the CONNECT
no longer  necessarily  have  to  be  configured  manually,  but  they then
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automatically  receive an IP  configuration from the CONNECT device.
Manual configuration of devices that are connected to the CONNECT is
of course still possible.

A notice:
Please  note  that  devices  that  have  automatically  received  an  IP
configuration  via  the  CONNECT  via  DHCP  are  not  automatically
reachable from the network at the router interface. The entry for the IP
conversion must always be made manually.

If  you  have  selected  WLAN as  the  peripheral  interface,  a  block  with
WLAN settings will  also appear.  There you can first  use the mode to
determine  whether  the  device  should  provide  its  own  network  as  an
access point or connect to an existing network as a client. You can then
fill in the SSID, security level, password and channel fields accordingly. If
you are not sure about the settings of your existing WiFi network, you
can use the “Start Search” button to display all networks within range.
Clicking on the search entry then fills in all fields except for the password.

The “IP-SWITCH” group is displayed as the last block. There you can
first determine whether a network bridge should be active between the
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router and peripheral interfaces. If  this setting is activated, all  packets
between the router and peripheral interface for which no IP translation
can  take  place  or  is  configured  will  be  passed  on  without  change.
However, if the setting is deactivated, the two networks are isolated from
each other and only the packets processed by the option are forwarded.

Next, in the “IP translations” line you have the option to configure the
translations of IP addresses. To do this, you must enter the addresses in
the two text fields and then click on the Click icon. The first address
represents  the  actual  IP  address  of  the  device  on  the  peripheral
interface,  whereas  the  second  address  represents  the  implemented
address of the device. You can then enter additional IP conversions if
necessary. To delete an added entry, all you have to do is click on the
Click on the symbol of the respective entry.

In the “IP firewall” line you have the option of specifying which devices
from the peripheral interface are allowed to communicate with the router
network and, if applicable, the network or Internet behind it via the router
interface. Enter the actual address of the device as the IP address here
and then click on it Symbol. Here too you can use the symbol to mark
an existing entry delete again.

Important:
The peripheral and router interfaces must be different.
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3.3 Using the device
Once you have completed and saved the configuration of the device, the
device  will  next  adopt  the  set  parameters.  Make  sure  the  device  is
connected  according  to  your  configuration.  After  a  few  seconds,  the
device can be reached again via one of the configured interfaces.

3.3.1 Remote maintenance option
The remote maintenance option gives you the opportunity to access and
communicate with the network participants connected to the device via
the Internet and another CONNECT device or the CONNECT software.

As soon as the device has completely booted up, the device's LED S1
begins to flash (not on the CONNECT-CONTROL devices).

If you have selected CONNECT as the connection type, you must next
communicate with the Internet from the PC connected to the CONNECT
device. This can e.g. B. the call ofwww.google.debe in your web browser.
Your  CONNECT  device  should  now  have  recognized  the  Internet
parameters from the PC and is ready for use. With the GATEWAY and
LTE connection  types,  the  device  is  ready  for  operation  without  any
further action.

If you have activated automatic connection establishment in the device,
the  CONNECT  will  now  attempt  to  establish  a  connection  to  the
configured  partner  device.  If  you  have  not  activated  the  automatic
connection  establishment  or  would  like  to  establish  a  connection  to
another  device,  you  can  do  this  via  the  “Device  list”  dialog  on  the
“Overview” page of the web server.

As  soon  as  the  CONNECT  device  has  established  a  connection  to
another device from your CONNECT cloud, the LED S1 stops flashing
and instead lights up permanently  (not  for  the CONNECT CONTROL
devices). The configured peripheral devices and, if  applicable, the PC
(with the CONNECT connection type)  can now communicate with the
devices of the partner device as if they were in the same network.

Important:
If you have deactivated the “remote access” setting, the device’s LED S1
will  not  flash.  If  you  have  selected  the  CONNECT  connection  type,
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Internet communication is not absolutely necessary because the device
does not require any Internet parameters.

3.3.2 Router option
With  the  router  option  you  have  the  option  of  using  the  CONNECT
device as a bridge or router.

With  a  bridge,  several  interfaces  are  connected  to  form  a  common
network.  The  participants  are  all  in  the  same  subnet  and  can
communicate directly with each other, just as if they were connected to a
switch. This operating mode can e.g. B. can be used to connect devices
that  only have a LAN port to an existing WiFi  network.  You can also
configure the device as an access point so that you can connect mobile
devices such as smartphones or tablets to devices that have a LAN port
via the CONNECT.

If you have two different subnets that you want to connect, set the device
to router operating mode. The CONNECT device then routes the packets
between the WAN and one or more LAN interfaces. In order for a device
to  access  the  network  of  the  other  interface,  the  IP  address  of  the
CONNECT device must be entered as a gateway.

3.3.3 IP switch option
With the IP switch option you have the option of configuring IP address
conversions in the device in order to connect two networks with different
subnets without having to use a router. The devices on the peripheral
interface are then no longer accessed with the original IP address, but
rather with a virtual IP address that matches the network.

An example is a system network with a controller that should now be
addressed  by  the  operating  data  acquisition.  A  direct  oneHowever,
communication  between  the  two  network  participants  is  not  possible
because the two networks have a different subnet. Before you convert
the entire system network to a different subnet, which in some cases is
very  time-consuming  or  you  are  not  even  authorized  to  do  so,  the
CONNECT  device  can  easily  solve  this  problem  with  the  IP  switch
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option. A precise example including the necessary configuration can be
found below.

A notice:
A CONNECT device  with  the  remote  maintenance option  installed  is
inherently a device for coupling via the Internet. However, if necessary, it
can  also  be  used  exclusively  to  exchange  IP  addresses  with  the  IP
switch option.

By default, all network traffic is initially passed on between the peripheral
and router interfaces. If  an IP address entered in the list  is accessed
from the router interface, it will be implemented according to the entry in
the list before it  is passed on. If necessary,  the forwarding of network
traffic can also be limited to the registered IP addresses.

If the setting for remote access is activated, the same conversion of IP
addresses occurs even if a device on the partner device accesses an IP
address entered in the list.

Important:
The communication across subnets enabled with this option only applies
if the connection from the device on the router interface or the partner
device to the device on the peripheral interface is actively established.
There is no implementation in the other direction.

3.3.3.1 Example configuration
If you only want to use the device with the functionality for converting IP
addresses,  without  any  remote  maintenance  purposes,  this  section
describes  what  a  minimal  configuration  for  commissioning  might  look
like. Otherwise, the complete configuration, depending on which options
are installed in your device, is shown in the section “3.2 Configuration of
the device“described.

For the following example configuration, it is assumed that a controller
with  the  IP  address  192.168.2.100  from  the  plant  network  (subnet
192.168.2.0/24) is accessed by the operating data acquisition from the
company network (subnet 10.10.12.0/8) via the IP address 10.10. 12.101
should  be  addressed.  The  other  participants  in  the  system  network
should not be accessible from the company network.
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A notice:
The  following  dialogs  show  the  commissioning  of  a  device  with  the
remote maintenance and IP switch options. If the remote maintenance
option is not installed in your device, a few settings will be omitted.

Make sure you can access your device as described in the “3.1 Access
to the device“described. You can then start with the basic configuration:

Device name: Display name for the device(optional)

Device number: 1

Device password: (Leave empty)

Then click Next".
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Next,  you  need  to  determine  the  use  of  the  interfaces  and  the
parameters for the company network:

Connection type: GATEWAY

Router interface: LAN-A / WAN (interface to the company network)

IP configuration: Manually

IP address: IP address of the device in the company network
(Example: 10.10.12.100)

Subnet mask: 255.0.0.0(entered automatically)

Internet access: Gateway

Gateway address: IP  address  of  the  gateway  in  the  company
network (Example: 10.10.12.1)

Then click Next".
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In the next step, the parameters for the system network and the actual
implementation of IP addresses are configured:

Interface: LAN-B / LAN (interface to the system network)

IP configuration: Manually

DHCP server: do not activate

IP address: Address of the device in the system network
(Example: 192.168.2.200)

Subnet mask: 255.255.255.0(entered automatically)

Function: activate

Network bridge: do not activate

IP implementations: Entering the implementations,  which  IP  address
a device from the system network which
Corresponds to the IP address from the company 
network.
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The entries in the text fields can be made by
Click on that symbol will be adopted. It
multiple entries are possible. Taken over
Entries can be made by clicking on this symbol
be deleted again.

(Example: 192.168.2.100 <> 10.10.12.101)

IP firewall: Entering IP addresses of devices from the
System network, which is connected to the 
company network and can access the underlying 
Internet.

The input in the text field is indicated by a
Click on that Symbol adopted. There are
multiple entries possible. Already taken over
Entries can be made by clicking on this symbol
be deleted again.

(Example: 192.168.2.100 - if required)

No configuration is necessary in the following block “Devices”.

Then click Next".

In the last step, the functionality of the device is determined:

Remote access: do not activate (this will cause all further
fields hidden)

Finally you have to click on “Save”.
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The  configuration  of  your  device  to  use  the  IP  switch  option  is  now
complete.

The control in the system network with the IP address 192.168.2.100 can
now  be  reached  in  the  company  network  via  the  IP  address
10.10.12.101.
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4 Controls

4.1 Status LEDs

4.1.1 CONNECT / CONNECT-II device
The CONNECT / CONNECT-II devices have several status LEDs on the
front of the device. The LEDs have the following meaning:

• ON:lights up when the device is supplied with voltage

• Wi:lights up when WLAN is active and flashes when data is being
transferred

• S1:lights up when there is an active connection to a partner device
and flashes during synchronization and when ready

• S2:currently not in use

• S3:currently not in use

• S4:currently not in use

• LAN A:lights up when the link status of interface A is active and
flashes during data transfer

• LAN B:lights up when the link status of interface B is active and
flashes during data transfer

The  CONNECT  devices  with  an  integrated  LTE  modem  also  have
another LED, which is located on the right side of the device near the
SIM card  slots.  If  this  LED flashes slowly  and  at  regular  intervals,  a
network search is currently taking place. As soon as the LED lights up, a
network  has  been  found.  If  communication  takes  place  via  the  LTE
modem, the LED flashes at rapid or irregular intervals.

4.1.2 CONNECT-CONTROL device

The CONNECT-CONTROL device has several different status LEDs on
the front of the device.

The first  green LED, which is located at  the bottom left  of  the power
supply connection, signals whether the device is also being supplied with
voltage.
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To display the status of the RJ45 interfaces, all four sockets each have a
green LED. This LED lights up when the left status is active and flashes
during data transfer.

There are also additional LEDs at the bottom right to indicate the mobile
phone connection. The five green LEDs below the bar display show the
signal strength. The more LEDs light up, the better the signal. The LED
directly below the cellular symbol is a multicolored LED and indicates the
general status of the cellular connection:

Colors Behave Meaning

green + red flashes alternately 
every 500ms

No SIM card present or 
wrong pin number

green + red + orange flashes alternately 
every 500ms

GSM connection is being 
established

red flashes every 1s GSM connection without 
data connection

lights up/flashes GSM connection with data 
connection
(flashes during data 
transfer)

orange flashes every 1s UMTS connection without 
data connection

lights up/flashes UMTS connection with data 
connection
(flashes during data 
transfer)

green flashes every 1s LTE connection without data
connection

lights up/flashes LTE connection with data 
connection
(flashes during data 
transfer)

Handbook CONNECT / CONNECT-II / CONNECT-CONTROL V1.13 Page 38



4.2 Button

4.2.1 CONNECT / CONNECT-II device
The CONNECT /  CONNECT-II  devices have two buttons on the right
side. These have the following function:

• FS:Button to trigger factory settings

• T:currently not in use

If you want to reset your device to factory settings, you must press and
hold the “FS” button for at least 3 seconds. It is best to use a paper clip
to press the button.

After holding the button for 3 seconds and then releasing it, your device
will be reset to factory settings. The device then restarts and should be
accessible again after approx. 30 seconds with the standard settings, as
described in the “Commissioning” chapter.

4.2.2 CONNECT-CONTROL device
The CONNECT-CONTROL device has a button on the back that can be
operated with the supplied needle or a paper clip. The use of the button
can  be  individually  parameterized  in  the  Teltonika  web  interface.  By
default, the following actions are triggered depending on the duration of
the key press:

min. time max. time Meaning

0 5 Restart

6 11 Restore user settings

12 20 Restore factory settings

Important:
Restoring user or factory settings also removes the CONNECT software
from the device. In this case, you will then have to completely reinstall
the software.
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4.3 Web server
The device is operated to configure and check the status as well as to
establish  and  disconnect  connections  to  partner  devices  via  the
integrated  web  server.  Access  to  the  web  server  is  possible  via  all
interfaces of the device that have an IP configuration. In addition, access
via the PC and peripheral interface (if used) is always possible using the
keyword “connect”.

4.3.1 Page layout
All pages consist of a header, a footer and a
content area. The menu is hidden by default.
This  structure  means  that  the  website  can
also  be  displayed  on  devices  with  a  small
resolution  or  screen  diagonal  (such  as
smartphones).

If you would like to show the menu, all you
have to do is click on the icon or the word
“Menu”  at  the top  left.  The menu will  then
appear on the left side. To navigate you just
have to click on one of the points. You can
also  hide  the  menu  using  the  icon  or  the
lettering.

The interface language of the device can be
switched  using  the  “English”  or  “German”

entry at the bottom of the menu. This setting is saved in the device.

On  CONNECT-CONTROL  devices,  the  Teltonika  Networks  logo  is
located on the left in the footer. Clicking on the logo opens the Teltonika
RUT955 web interface. There you then have the option of parameterizing
further  settings  independently  of  the  CONNECT  software.  For  more
information about these settings, please refer to the Teltonika manual.
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4.3.2 Access protection
In  order  to  prevent  third  parties  from  accidentally  changing  the
configuration or from connecting or disconnecting to another device, the
entire website can be protected with a password.

The  password  is  assigned  on  the  “Configuration”  page.  If  an  empty
password is entered,  as is  the case when delivered,  there will  be no
password query and you can access all pages directly.

If you have set up a password, you will be asked to enter a password in
the following login window:

Once you enter the password and click “Login,” you will be redirected to
the page you originally wanted to visit.

For security reasons, we recommend that you log out after completing
work on the device. For this purpose, there is now an additional menu
item “Log out” in the menu:

After  you  have  clicked  on  the  entry,  the  following  message  will  be
displayed and after 5 seconds you will be redirected to the homepage,
which will again trigger a password request:
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A notice:
If you restart the device, reset the factory settings or perform a firmware
update,  you  do  not  need  to  log  out  of  the  device.  The  device
automatically logs out all users.

4.3.3 Overview page

The Overview page is the home page of the device and allows you to
quickly diagnose the device status, manage the connection to a partner
device, and configure and check the addresses of the peripheral/network
devices of your own device and the partner device.

For  a  better  overview  of  the  page,  the  information  is  divided  into
individual dialogs that can be opened by clicking on the respective light
blue button. To close an open dialog, all you have to do is click on the
“Close” button or on an area outside the dialog. The individual dialogs
are explained in more detail below.
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A notice:
Depending on the installed options, the configuration and the status of
the device, not all dialogs may be available.

4.3.3.1 status

The most important information about the device and its connection is
displayed in the “Status” dialog:

Connection: The current status of the device or connection.

Mistake: The last error that occurred in the device.

Device: The name, if any, and the number of the
own device.

Partner device: The name, if any, and the number of the
Device to which you are currently or most recently connected

exists or has passed.

A notice:
If the remote maintenance option is not installed in your device or you do
not  use  remote  access,  the  text  “not  used”  will  be  displayed  under
“Connection” as soon as the device is ready for operation.

4.3.3.2 device list
By  opening  the  “Device  list”  dialog,  all  devices  that  are  in  your
CONNECT cloud  are  automatically  retrieved.  After  a  few seconds,  a
table with the devices found will be displayed.

About the symbols and , which are displayed in the last column of the
table, you then have the option of establishing a connection to a device
or disconnecting an existing connection.
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The symbols and , which are also displayed in the last column, make it
possible to start or open the remote configuration for a device or to stop
it again. Using Remote Config, you have the ability to view and control
another device's web server, just as if the device were located directly on
your network.

You  can  also  manually  reload  the  list  of  devices  using  the  “Update”
button.

A notice:
If  you  have  deactivated  the  remote  access  setting,  this  dialog  is  not
available.

If you would like to establish a connection to a device, the symbol will
appear after clicking on it another dialogue:

The  name,  if  available,  and  the  number  of  the  device  to  which  a
connection is to be established are displayed again in the dialog. You will
also be asked to enter the password to establish the connection. You
can then click on the “Connect” button to establish the connection to the
device.
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A notice:
If you are already connected to a device and now want to connect to
another  device,  the  previous  connection  will  be  automatically
disconnected.

Important:
By establishing and disconnecting connections via the device list,  the
automatic connection establishment is temporarily deactivated.  After  a
restart  or,  if  necessary,  changing the configuration, it  will  be activated
again.

If you would like to start the remote configuration for a device from the
list, click on the symbol a dialog is also displayed:

Here too, the selected device will  be displayed again and you will  be
asked to enter the password. You can then click on the “Start” button. If
the remote configuration could be started, a new window will then open
in which the web server of the selected device is displayed.

A notice:
If the remote configuration for a device has already been started but not
ended,  it  will  be  ended  first.  Parallel  access  to  multiple  devices  via
remote configuration is not possible.

Important:
If the remote configuration was started successfully but no window opens
automatically, please make sure that your browser does not block pop-
ups.
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4.3.3.3 IP implementation

If the IP switch option is available and activated in your device, you have
the option to set the IP address conversions for the peripheral interface
devices in the “IP Conversion” dialog. The source address is the original
IP  address  of  the  devicethe  peripheral  interface.  The  target  address
describes  the  address  into  which  this  IP  address  should  then  be
converted.

To add a new entry to the table, you must select the bottom row and
finally click the icon click.

To delete an entry that has already been created, all you have to do is
click on the symbol click in the respective line.

Once you have completed your configuration, you still need to click on
the “Save” button to apply the settings.

Important:
If  a  peripheral  device whose IP address is  implemented can also be
reached via the tunnel by the partner device's devices, you must also
enter the target address of this device in the "Addresses" dialog.
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4.3.3.4 IP firewall

If the IP switch option is installed and activated in your device, you have
the option in the “IP Firewall” dialog to allow devices on the peripheral
interface to access the router interface and, if available, the network or
Internet behind it to grant. To do this, you simply need to enter the IP
addresses of the devices for which this access is permitted in this dialog.
All other devices are denied this access. It doesn't matter whether an IP
conversion is also configured for these IP addresses or not.

To add a new entry to the table, you must select the bottom row and
finally click the icon click.

To delete an entry that has already been created, all you have to do is
click on the symbol click in the respective line.

Once you have completed your configuration, you still need to click on
the “Save” button to apply the settings.

A notice:
If you use the LTE connection type, this dialog is not available because
no router interface is used here.
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4.3.3.5 Addresses

The “Addresses” dialog allows you to configure the addresses or even
entire  address  ranges  for  the  peripheral  devices.  The  address
configuration is divided into several tabs, with only the “IP addresses”
and “IP address ranges” tabs currently available. The respective list can
be opened by clicking on the tab.

If you would like to add a new address or an address range to a list, you
must fill out the last line of the table and then click the symbol click.

To delete an entry from the list, all you have to do is click the icon click
in the corresponding line.

In order to save the changes you have made, you must finally click on
the “Save” button.

Important:
The addresses configured here must either be in the same subnet as the
IP address of the device's peripheral interface or in the same subnet as
the  devices  connected  to  the  partner  device.  Otherwise  no
communication is possible.

Only  the  devices whose  address is  configured  in  this  dialog  and the
devices  that  were  automatically  recognized  using  DHCP,  as  well  as,
when  using  the  CONNECT  connection  type,  the  connected  PC,  are
authorized to communicate via the tunnel and thus with the devices of
the partner device.
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4.3.3.6 DHCP leases

In the “DHCP Leases”  dialog you  will  see a list  of  devices that  have
automatically received an IP address from the CONNECT device using
DHCP and can therefore, in addition to the manually configured devices,
also communicate with the devices of the partner device via the tunnel.
The  table  shows  both  the  MAC and  the  assigned IP  address  of  the
device as well as, if available, the device name provided by the device.

4.3.3.7 Partner addresses

The  “Partner  Addresses”  dialog  is  displayed  as  soon  as  there  is  a
connection to another device for the first time and shows all addresses
and  address  ranges  of  the  network  devices  of  the  currently  or  most
recently connected partner device. The structure can be compared to the
“Addresses”  dialog,  but  with  the  difference  that  no  configuration  is
possible in this dialog.
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4.3.4 Status page

The “Status” page shows various status information about the device as
well  as  the device’s  settings and network  interfaces.  This  information
may be helpful  if  you,  for  example,  For  example,  you  want  to  check
whether the device has established an LTE or WLAN connection and
how good the signal level is. If you have problems with the device, this
information may also be helpful for support.
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4.3.5 Configuration page

On the configuration page (“Configuration”  menu item),  you  have the
opportunity to make various settings in order to adapt your device as you
wish.  The  configuration  options  are  divided  into  groups  and  are
explained in more detail in the following points.

A notice:
Depending on the device type, device options, and your configuration,
not all groups and settings may be available.

4.3.5.1 system

The “System” group only displays some information about the device. No
settings can be made here yet.  Updating the firmware  or  software  is
possible via the “Firmware Update” or “Software Update” page.
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4.3.5.2 Access protection

In the “Access protection” block you have the option to set the password
that  is required to access the device’s web interface.  To do this,  you
must first tick the “Change password” box and then enter your previous
password in the “Current config password” field for verification. Then you
just have to enter the new password twice. The repeated entry is for your
own safety and to avoid typing errors.

A notice:
An empty password, as is the case in the factory setting, means that
access is possible without a password prompt.

4.3.5.3 General

The  General  section  allows  you  to  restart  your  device  and  reset  all
settings to factory defaults. All you have to do is click on the respective
button.

You can also use the “Create file for support” button to create a .bin file
that contains the configuration and status of the device. This information
may be helpful for support if you have any questions or problems.
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Important:
By triggering factory settings, all settings you have made on the device
will be lost. Before you can use the device again, you must commission it
again.

4.3.5.4 Device

The “Device” group contains some general settings for networking the
device in the CONNECT cloud:

Surname: The name of the device. This only serves to
easier identification.

Number: The unique number of the device.

Password: The password of the device used to set up a
Connection to this device is required.

In the sub-block “Partner device” you can set the automatic connection to
another device from your CONNECT cloud:

Connection: Indicates  whether  the  device  connects  automatically
a device from your CONNECT cloud.

Number: The number of the device to which a connection is 
being made should be built.

Password: The password of the device to which you are 
connecting should be built.
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A notice:
These settings, apart from the device name, are only displayed if  the
remote maintenance option is installed in your device.

Important:
Each device needs its own unique number. Using the same number for
multiple devices is not possible.

4.3.5.5 Interfaces
The settings in  the “Interfaces”  block differ  depending on the options
installed in  the device.  Please also note that  combinations of  several
options are possible.

If the router option is installed in your device, specify the operating mode
of the device and the use of the network interfaces in the “Router” sub-
block:

Operating mode: None The  bridge  and  router  function
of the device are deactivated.

Bridge The  device  connects  several
Interfaces to one
shared network.
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Router The  device  routes  between  the
WAN interface network
and the network of one
or multiple LAN interfaces.

WAN interface: The interface where the removed
Network (e.g. Internet) is connected.

LAN interface: The interface on which the local
network is connected. At the
Multiple selections of “Bridge” can be made
interfaces are used.

Bridge interfaces: The interfaces that lead to one
shared network should.

WAN routing: Specifies whether access to the devices in
the LAN from WAN should be possible.

LAN routing: Specifies whether access to the devices in
the WAN from the LAN should be possible.

Important:
The WAN and LAN interfaces must necessarily be different.

If the remote maintenance option is installed in your device, specify the
type of connection to the Internet and the use of the network interfaces in
the “Interfaces” block:

Connection type: local The  remote  maintenance  
function  of  the  device  is  
deactivated.
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CONNECT The device is between
the  network  and  the  PC
connected and used
the  parameters  from  the  
PC an internet  connection
to build.

GATEWAY The  device  has  its  own
IP address and uses it
for a connection to the
build internet.

LTE The  device  uses  the  LTE
Modem to build
an internet connection.

Router interface: The interface on which the network is 
connected the gateway or proxy server for  
the Internet connection is connected.

PC interface: The interface on which the PC is used for  
the automatic detection of internet
Parameter is connected.

Peripheral interface: The interface on which the network
Devices connected via the tunnel
devices of the partner device communicate
should be connected.

Remote access: Specifies whether access is from or to a
other  device  from  your  CONNECT  cloud
should be possible.

A notice:
The local connection type is only available if the router option is installed.

The LTE connection type is only available on CONNECT devices with an
integrated LTE modem.

Important:
The  router  and  PC  interfaces  must  necessarily  be  different.  The
peripheral interface, on the other hand, does not necessarily have to be
different from the router or PC interface.
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If  the  IP  switch  option  is  installed  in  your  device,  first  specify  which
interfaces should be used in the “Interfaces” block:

Router interface: The interface on which the devices come  
from the network of the peripheral interface
reached with a converted IP address
can be.

Peripheral interface: The interface on which the devices used by 
the  Network  reached  the  router  interface
can be connected.

Furthermore, you can specify general settings for the option in the sub-
block “IP-SWITCH”:

Function: Specifies  whether  the IP switch  option is  
available  Converting IP addresses is  used
shall be.

Network bridge: Specifies  whether  between  the  router  and
Peripheral interface a network Bridge should
be active. By activation this setting will 
contain  all  packages  for  which  does  not  
implement the IP address possible or 
configured is passed on.

Important:
If the IP switch option is used, the router and peripheral interfaces must
be different.
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4.3.5.6 LTE settings

The settings in the “LTE Settings” group affect the cellular connection of
the integrated LTE modem on the CONNECT-LTE,  CONNECT-II-LTE
and CONNECT-CONTROL devices:

Interface: Indicates whether the interface is to be used
should.(CONNECT CONTROL only)

Driver: The internally used communication driver
between the device and the LTE modem.(at
Problems with the connection should be due to  
AT/PPP be converted; at CONNECT CONTROL
not available)

Pin: The pin number used to unlock the SIM
Card is required (optional).

Access point (APN): The name of your provider's access point.
(internet  →  standard  APN  for  many  providers;
automatically detected with CONNECT-
CONTROL)

User name: The username to log in to the provider
for the configured access point (optional).

Password: The password for logging in to the provider
for the configured access point (optional).

A notice:
By default, QMI is used as the communication driver for the LTE modem.
If  an  internet  connection  cannot  be  established  despite  good  signal
quality, we recommend switching to the AT/PPP driver. If you use a SIM
card from Telekom, we generally recommend the AT/PPP driver.
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4.3.5.7 Proxy settings

In the “Proxy Settings” group you have the option of specifying a proxy
server that should be used to establish the Internet connection:

Proxy server: Indicates whether the Internet connection is via a
Proxy server should be established.

Server address: The IP address of the proxy server.

Server port: The TCP port of the proxy server.
(8080 → often used port for proxy servers)

A notice:
These  settings  are  only  displayed  if  GATEWAY  is  selected  as  the
connection type, as they are only relevant in this mode.

4.3.5.8 LAN-A / LAN settings

The settings in this group affect the network connection of the device for
the LAN-A interface (for CONNECT and CONNECT-II) or LAN interface
(for CONNECT-CONTROL):

MAC address: The MAC address of  the interface (this  can be
cannot be changed).

DHCP mode: - The device is over the set
Address available.
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Client The device obtains an IP address
from a DHCP server.

server The device is over the set
Address available and provides others
IP addresses available to devices.

IP address: The IP address of the device.

Subnet mask: The subnet mask of the device.

Gateway: The IP address of the gateway (optional).

DNS server: The IP address of the DNS server (optional).

WAN port: Indicates whether the WAN port is also available 
for the LAN interface should be used. Through  
this you then have 4 instead of 3 LAN ports. One
separate configuration of the WAN interface
but then no longer possible.
(CONNECT CONTROL only)

A notice:
If you do not want the web interface to be accessible via this interface,
simply deactivate the DHCP mode and leave the IP address and subnet
mask fields empty.

Important:
If you use the interface as part of the bridge interface or the connection
type CONNECT is set in your device and the interface is used as a router
interface, these settings are not available.

When the CONNECT-CONTROL device is delivered, the device creates
its  own  WLAN network.  This  network  belongs  to  the  LAN ports  and
therefore also to the settings of the LAN interface.

4.3.5.9 LAN-B / WAN settings
The settings in this group affect the network connection of the device for
the LAN-B interface (for CONNECT and CONNECT-II) or WAN interface
(for CONNECT-CONTROL):

Interface: Indicates whether the interface is to be used
should.(CONNECT CONTROL only)

Handbook CONNECT / CONNECT-II / CONNECT-CONTROL V1.13 Page 60



MAC address: The MAC address of  the interface (this  can be
cannot be changed).

DHCP mode: - The device is over the set
Address available.

Client The device obtains an IP address
from a DHCP server.

server The device is over the set
Address available and provides others
IP addresses available to devices.

IP address: The IP address of the device.

Subnet mask: The subnet mask of the device.

Gateway: The IP address of the gateway (optional).

DNS server: The IP address of the DNS server (optional).

A notice:
If you do not want the web interface to be accessible via this interface,
simply deactivate the DHCP mode and leave the IP address and subnet
mask fields empty. Alternatively, with CONNECT-CONTROL devices you
can simply deactivate the use of the interface.

Important:
If you use the interface as part of the bridge interface or the connection
type CONNECT is set in your device and the interface is used as a router
interface,  these  settings  are  not  available.  If  you  have  a  CONNECT
CONTROL device and the setting that the WAN port should be used for
the LAN interface, then these settings are no longer available either.
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4.3.5.10 WiFi settings

The  configuration  for  the  WLAN  interface  can  be  set  in  the  “WLAN
Settings” group:

Disable WiFi: Indicates whether the WLAN interface is disabled
shall be.

Interface: Indicates whether the interface is to be used
should.(CONNECT CONTROL only)

MAC address: The MAC address of the interface (this can be
cannot be changed).

DHCP mode: - The device is over the set
Address available.

Client The device obtains an IP address
from a DHCP server.

server The device is over the set
Address available and provides others
IP addresses available to devices.

IP address: The IP address of the device.

Subnet mask: The subnet mask of the device.

Gateway: The IP address of the gateway (optional).
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DNS server: The IP address of the DNS server (optional).

Mode: Access point The device provides its own
WiFi network available.

Client The device connects to
an existing WLAN Network.

WDS mode: Specifies whether WDS mode is used for Wi-Fi
interface should be used.

SSID: The SSID / name of the WiFi network.

Security_level: The security level/encryption of the WiFi network.

Password: The password used to log in on WiFi network is 
necessary.

Hide SSID: Specifies whether to hide the SSID (only
relevant if the mode is access point).

Channel: The channel of the WiFi network.
(Auto channel → Best WiFi channel is selected)

If you are not sure about the WiFi settings of your existing WiFi network,
you have the option of searching for existing WiFi networks. To do this,
simply click on the “Start Search” button.

The following message now appears:

After a few seconds, you will see the list of Wi-Fi networks found:

To apply the settings of a Wi-Fi network, all you have to do is click on a
table entry. All necessary fields (mode, SSID, security level and channel)
are  then  pre-filled.  Of  course,  you  still  have  to  enter  the  password
yourself, if you have one.
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If you want to configure your CONNECT device as an access point (AP),
it can be useful to find out which WiFi channel is currently the least busy.
You have the option of displaying channel utilization. To do this, simply
click on that icon behind the channel selection list.

Once you click on the icon, a loading icon will  appear instead of  the
magnifying glass. After a few seconds, the channel utilization should now
be displayed. This then looks e.g. B. as follows:

A notice:
If  you do not want  the web interface to be accessible via the WLAN
interface, simply deactivate the DHCP mode and leave the IP address
and subnet mask fields empty. With CONNECT CONTROLAlternatively,
you can simply deactivate the use of the interface on devices.

Important:
If you use the interface as part of the bridge interface or the connection
type CONNECT is set in your device and the interface is used as a router
interface, the IP settings of the WLAN interface are not available.

The WLAN interface cannot be deactivated if it has been selected as one
of the interfaces of the CONNECT device.

With the CONNECT connection type, the access point mode is invalid if
the WLAN interface is to be used as a router interface. However, the
client mode is invalid if the interface is to be used as a PC interface.

When using the interface as a router interface, the access point mode is
not valid. However, if the interface is used as a PC interface, the client
mode is not valid.
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The WDS mode in client mode may only be activated if you are sure that
your access point also supports this mode. Otherwise you will no longer
be able to reach the device via WiFi.

If you have selected the Client mode in the WLAN settings, you have the
option in the subgroup “WLAN AP settings” to configure an additional
WLAN network that works in access point mode:

Deactivate WLAN AP: Indicates whether the WLAN AP is disabled
shall be.

DHCP mode: - The device is via the
address set can be reached.

Client The device obtains an IP
Address from a DHCP Server.

server The device is via the
address set can be reached
and provides other devices with 
IP Addresses available.

IP address: The IP address of the device.

Subnet mask: The subnet mask of the device.

Gateway: The IP address of the gateway (optional).

DNS server: The IP address of the DNS server (optional).

(DHCP  mode,  IP  address,  subnet  mask,
Gateway and DNS server not included
CONNECT CONTROL)

SSID: The SSID / name of the WLAN network.

Security_level: The security level/encryption of the
WiFi network.
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Password: The password used to log in on
WiFi network is necessary.

Hide SSID: Specifies whether to hide the SSID.

A notice:
Two  completely  independent  networks  can  be  configured  using  the
WLAN and WLAN AP settings.  Only the global deactivation of  WLAN
and the set channel applies to both networks.

With CONNECT-CONTROL, the WLAN AP interface is one of the three
LAN interfaces and therefore has the same IP parameters as the LAN
interface.

Important:
If you use the interface as part of the bridge interface or the connection
type CONNECT is set in your device and theInterface is used as a router
interface, the IP settings of the WLAN AP interface are not available.

The WLAN AP interface cannot be deactivated if it is selected as one of
the interfaces of the CONNECT device.

It is not possible to use the interface as a PC interface.

Please note that the network of the WLAN AP interface is only available
if there is a connection to the network configured on the WLAN interface.

4.3.5.11 USB LAN settings

The  settings  in  the  “USB  LAN  settings”  group  affect  the  network
connection of the device for the LAN interface of the separately available
“Ethernet via USB” adapter:
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MAC address: The MAC address of  the interface (this  can be
cannot be changed).

DHCP mode: - The device is over the set
Address available.

Client The device obtains an IP address
from a DHCP server.

server The device is over the set
Address available and provides others
IP addresses available to devices.

IP address: The IP address of the device.

Subnet mask: The subnet mask of the device.

Gateway: The IP address of the gateway (optional).

DNS server: The IP address of the DNS server (optional).

A notice:
This  group  is  only  displayed  if  an  “Ethernet  over  USB”  adapter  is
connected to the device.  The adapter is available separately and can
only be used with the standard version devices and the CONNECT-II-
LTE device.

If the web interface should not be accessible via the USB LAN interface,
simply deactivate the DHCP mode and leave the IP address and subnet
mask fields empty.

Important:
If you use the interface as part of the bridge interface or the connection
type CONNECT is set in your device and the interface is used as a router
interface, these settings are not available.

Important:
Changing  some  settings  may  require  you  to  disconnect  an  existing
connection  to  a  partner  device  and  re-establish  network  connections.
Only make changes to the configuration if it does not disrupt operation
and then check the status of  the device.  When using the CONNECT
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connection type, Internet communication must also take place from the
PC so that the CONNECT can recognize the parameters from the PC.

If you would like to save the configuration, you must click on the “Apply
configuration” button located at the bottom of the page. The following
message then appears:
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If  your  device is  not  responsive again within  the next  5 seconds, the
following message will appear:

This  message  informs  you  that  the  device  is  currently  no  longer
accessible at the current address (e.g. because you have changed the IP
address,  the  WLAN  network  or  the  operating  mode)  and  at  which
address the device will be available after Acceptance of the settings can
be achieved. The site will continue to attempt to connect to the device
(possibly using the new IP address).

If  the automatic reconnection still  does not work after about 1 minute,
please make sure that your computer is connected to the device via the
correct interface. If necessary, also check the WLAN connection and the
IP settings of your PC.

A notice:
As soon as the device is accessible again after saving the configuration,
you will be redirected to the device's home page.

Important:
If you have activated a DHCP client in the device, this interface will not
be automatically redirected to the home page because the IP address of
this interface is still unknown.
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4.3.6 Firmware/Software Update page

To  update  the  device's  firmware  or  software,  you  can  click  on  the
"Firmware update" or "Software update" entry in the menu. On the page
you will  see the current version available in your device and have the
option to select a file.

Once  you  have  selected  the  firmware  file  (this  is  a  file  with  the
extension .bin) or software file (this is a file with the extension .ipk), you
can  click  on  the  button  to  start  the  update  process  .  The  following
message then appears:

Handbook CONNECT / CONNECT-II / CONNECT-CONTROL V1.13 Page 70



If  the  file  has  been  uploaded  and  recognized  as  valid  firmware  or
software, the following message will appear next:

The  update  takes  approx.  1-3  minutes.  Then  you  should,  ifIf  your
computer, tablet or phone does not do this automatically, reconnect to
the device's Wi-Fi network. Of course, this only applies if the web server
accesses the device via WLAN. This step is not necessary for a software
update  on  CONNECT-CONTROL  devices.  Once  the  process  is
complete, you should be automatically redirected to the device's home
page. If the forwarding does not work after a firmware update, you also
have the option of clicking on the link in the text.
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5 Application instructions
5.1 Access to a participant via the TIA portal

With the help of the CONNECT device and the TIA portal, you also have
the option of accessing a remote participant, such as: B. a control or an
operating device to access remotely e.g. B. to call up the diagnosis or
transfer a change. If the local device and your PC are not in the same
subnet, a message appears that another IP address needs to be added:

You must click “No” on this message. Communication is only possible if
your CONNECT device and your PC are correctly parameterized.

If you accidentally clicked “Yes” there, no communication is possible and
the temporary communication generated by the TIA portalThe IP address
must first be deleted again.
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To do this, expand the “Online access” list in the project navigation (in
the project view), search for your network card and open its properties. In
this dialog you now have to navigate to the entry “Configurations” → “IE-
PG access”. There you should see the temporary IP address created:

Now click on the “Delete project-specific IP addresses” button. You can
then close the dialog and reconnect with the participant.
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6 Technical data

6.1 CONNECT

Supply voltage: 24V DC +/- 20% (via removable plug)

USB (out ofPC/power pack, only for table housing)

Power consumption: 2 watts

Advertisement: Web browser

Status LEDs

Operation/configuration: Web browser

Interfaces: 2 x 10/100BaseTX RJ45 Ethernet socket

1 x antenna socket RP-SMA(f) (2.4 GHz IEEE 802.11 
b/g/n)

Operating temperatur: 0 - 55°C

Housing: Plastic table caseor

Plastic terminal housing for DIN rail mounting

Dimensions: Table case: 115 x 95 x 30 mm

Terminal housing: 114 x 100 x 22.3 mm

6.2 CONNECT LTE

Supply voltage: 24V DC +/- 20% (via removable plug)

Power consumption: 12 watts

Advertisement: Web browser

Status LEDs

Operation/configuration: Web browser

Interfaces: 2 x 10/100BaseTX RJ45 Ethernet socket

1 x antenna socket RP-SMA(f) (2.4 GHz IEEE 802.11 
b/g/n)

1 x antenna socket RP-SMA(f) (FDD LTE /TDD LTE / 
TDSCDMA / UMTS / GSM)

Operating temperatur: 0 - 55°C

Housing: Plastic table caseor

Plastic terminal housing for DIN rail mounting
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Dimensions: Table case: 115 x 95 x 30 mm

Terminal housing: 114 x 100 x 22.3 mm

6.3 CONNECT II

Supply voltage: 24V DC +/- 20% (via removable plug)

USB (from USB power supply 5V)

Power consumption: 9 watts

Advertisement: Web browser

Status LEDs

Operation/configuration: Web browser

Interfaces: 2 x 10/100/1000BaseTX RJ45 Ethernet jack

2 x antenna socket RP-SMA(f) (2x2 MIMO / 2.4 GHz 
IEEE 802.11 b/g/n + 5 GHz IEEE 802.11ac)

Operating temperatur: 0 - 55°C

Housing: Plastic table case

Dimensions: 115x95x30mm

6.4 CONNECT II LTE

Supply voltage: 24V DC +/- 20% (via removable plug)

Power consumption: 19 watts

Advertisement: Web browser

Status LEDs

Operation/configuration: Web browser

Interfaces: 2 x 10/100/1000BaseTX RJ45 Ethernet jack

2 x antenna socket RP-SMA(f) (2x2 MIMO / 2.4 GHz 
IEEE 802.11 b/g/n + 5 GHz IEEE 802.11ac)

1 x antenna socket RP-SMA(f) (FDD LTE /TDD LTE / 
TDSCDMA / UMTS / GSM)

Operating temperatur: 0 - 55°C

Housing: Plastic table case

Dimensions: 115x95x30mm
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6.5 CONNECT CONTROL

Supply voltage: 9-30VDC

Power consumption: 7 watts

Advertisement: Web browser

Status LEDs

Operation/configuration: Web browser

Interfaces: 4 x 10/100BaseTX RJ45 Ethernet socket (3 x 
LAN,1xWAN)

2 x antenna socket RP-SMA(f) (2.4 GHz IEEE 802.11 
b/g/n)

2 x antenna socket SMA(f) (FDD LTE / TDD LTE / 3G /
2G)

1 x antenna socket SMA(f) (GNSS / GPS)

1 x RS485 port via plug contact

1 x RS232 port via D-Sub 9-pin female

2 x digital input (1 x 0-3V, 1 x 0-30V)

1 x analog input (0-24V)

1 x digital output (open collector, 30V, 250mA)

1 x SPST Digital Relay Output

1 x USB 2.0 female type A

2 x SIM card tray

Operating temperatur: -40 – 75°C

Housing: Metal housing for table or wall mounting

Dimensions: 106x80x46mm

A notice:
The CONNECT-CONTROL hardware corresponds to the RUT955 from
Teltonika Networks.
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7 Approvals
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